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Business Challenges
Managing who has access to what has become increasingly complex. IT manages 
more users, more apps, more entitlements and more user-related data. 

Organizations need to demonstrate compliance with a wide variety of regulations and 
protect against cyber and security threats and the risk of data loss.

Performance and scale cannot come at the price of usability. Organizations need a 
breadth of provisioning capabilities and enterprise scale deployment with the ease of 
use business users expect. 

IT organizations face ongoing pressures to reduce operational expenses and automate 
common identity-related tasks such as provisioning, entitlements certification and 
access requests.

Solution Overview
CA Identity Suite delivers core enterprise-grade identity management and governance 
capabilities, including broad provisioning support for on-premises and cloud apps, 
extensibility and flexibility to integrate with other IT systems, and consumer-grade scale. 

But quality performance does not come at the price of usability. CA Identity Suite 
presents an intuitive, convenient user experience that dramatically simplifies the access 
request process for business users. 

CA Identity Suite simplifies identity management and access governance with  
features including: 

•	 Self-service identity portal. Centralizes access to all identity services and provides 
an intuitive access request shopping cart.

•	 Web application launcher. Provides one place for users to easily access all of their 
applications.

•	 Proactive analytics. Advise, prevent and alert the business user of potential policy 
violations.

•	 Privilege cleanup. Examine existing system entitlements and highlights excessive 
privileges.

KEY BENEFITS

•	 One-stop shop simplifies and 
centralizes access to all identity 
processes with fast time-to-value.

•	 Increase business user productivity 
with easy-to-use, self-service features.

•	 Reduce identity risks with real-time 
policy enforcement and sophisticated 
entitlement analysis.

•	 Increase audit and compliance 
efficiency by streamlining certification 
and provisioning.

KEY FEATURES

•	 Deployment Xpress. Make deployment 
of common use cases easy by using a 
set of predefined user scenarios. 

•	 Connector Xpress. Simplify connectivity 
to your apps and reduce deployment 
and maintenance costs.

•	 Config Xpress. Reduce time to migrate 
environments and improve visibility into 
configuration status. 

•	 Policy Xpress. Eliminate the need 
for special coding skills or code 
maintenance costs.

•	 Migration Xpress. Existing customers 
migrate quickly to the virtual appliance 
architecture, simplifying and 
accelerating deployment.

CA Identity Suite delivers comprehensive identity management and access governance capabilities in a unified, easy-to-use 
interface. The solution provides an intuitive, self-service console that can improve business user productivity by delivering 
identity and entitlement data in a common business language, as well as a shopping cart experience for requesting access 
to new systems. CA Identity Suite also offers robust administrative features for IT users that help minimize administrative 
overhead and improve audit and compliance performance via centralized policy enforcement.
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Supported Environments
CA Identity Suite can be deployed in a variety of ways, from a versatile standalone 
deployment to a pre-packaged virtual appliance. 

•	 Standalone deployment: Tun installers on your choice of OS, application server and 
user store.

•	 Virtual appliance: Deploy in minutes a pre-packaged solution on VMWare (OVA) or 
on AWS (AMI) that includes integrations, configurations and clustering.

CA Technologies (NASDAQ: CA) creates software that fuels transformation for companies and enables them to seize the opportunities of the 
application economy. Software is at the heart of every business, in every industry. From planning to development to management and security, 
CA is working with companies worldwide to change the way we live, transact and communicate—across mobile, private and public cloud, 
distributed and mainframe environments. Learn more at ca.com.

CCopyright© 2018 CA. All rights reserved. All trademarks, trade names, service marks and logos referenced herein belong to their respective companies. This document ls for your 
informational purposes only. CA assumes no responsibility for the accuracy or completeness of the information. To the extent permitted by applicable law, CA provides this document 
“as is” without warranty of any kind, including, without limitation, any implied warranties of merchantability, fitness for a particular purpose, or noninfringement. In no event will CA be 
liable for any loss or damage, direct or indirect, from the use of this document, including, without limitation, lost profits, business interruption, goodwill or lost data, even if CA is 
expressly advised in advance of the possibility of such damages.	 CS200-372738_0718
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Critical Differentiators
CA Identity Suite uniquely helps bridge 
the divide between current identity and 
access management (IAM) technologies 
and business users. It is an integrated suite 
of identity management and governance 
capabilities that combines robust 
functionality with an intuitive, convenient 
and business-oriented experience.  
CA Identity Suite’s strengths are 
particularly around:

Business-oriented user experience. 
Improve user satisfaction and productivity 
with intuitive business user experience to 
simplify processes such as user access 
requests and access certifications.

Fast time-to-value. Deployment 
and configuration tools, including 
a virtual appliance feature, simplify 
the deployment process and simplify 
extensions without coding by using  
a set of predefined user scenarios  
(Xpress technologies).  

Scalability. Proven to support the 
largest and most complex environments 
(validated up to 100 million users).

Breadth of solution. One unified solution 
for access to all identity management 
services for all users, plus an integrated 
approach to security with capabilities 
such as privileged access management 
and governance, single sign-on, API 
management and strong authentication. 

CA Identity Suite delivers a simple, business-oriented interface for key identity functions, 
helping to bridge the divide between current IAM technologies and business users.
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