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Introduction

Containers have changed the face of modern DevOps. 
With good reason. The container architecture 
enables DevOps teams to package, deploy, run, test, 
and manage applications in a way that’s portable, 
scalable, reusable, and automatable. This can drive 
dramatic efficiencies in the DevOps process, cutting 
the amount of IT labor and resources needed to  
manage application development infrastructure. 

However, containers also come with their own 
unique set of security concerns. Systems containers 
are open to a range of security vulnerabilities, 
from bugs and inadequate authentication, to 
issues with authorization and misconfiguration. On 
top of this, containerized applications tend to be 
complex, comprising many discrete components that 
communicate with one another over a network.  
This can create a large attack surface, with potential 
flash points in multiple layers. When you combine  
this with a rapidly expanding threat landscape and 
the fact DevOps teams can often see security as 
barriers to getting applications to market, it’s easy 
to see why containers can easily become a major 
security concern for businesses. 

LogRhythm insights — securing Kubernetes with LogRhythm
The challenge in auditing Kubernetes is knowing when suspicious activity occurs  
and having context to quickly and accurately respond. 

Look for insights in this paper from LogRhythm and examples of how the LogRhythm 
Open Collector can help to you to manage log data from Kubernetes to improve security.

Because of this, it’s important for as much security 
as possible to be done at the container level to 
secure the architecture, without impacting the 
ability of DevOps to do their job. There are a range 
of different containers out there, but increasingly 
Kubernetes are becoming an important layer  
in the stack of cloud native applications as they  
bring a level of management and security to 
containers which isn’t seen in other platforms.

But it’s not enough for Kubernetes to simply 
have various security-related features that can 
be implemented; the modern and mature IT 
organization needs visibility into changes within 
every platform and environment that may indicate  
a potential threat or risk to the organization.

So, with Kubernetes growing in importance for 
organizations leveraging cloud-native applications, 
the question becomes how can Kubernetes be 
audited in a way that strengthens container  
security? In this paper, we’ll look at how you can  
use Kubernetes audit logging to better protect  
the applications running in their containers.
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Why Kubernetes 
Takes Containers  
to Another Level

Containers create an environment where an application feels like  
it's running inside its own host operating system. While it might be 
tempting to look at this as similar to a virtual machine (VM), it’s not.  
There are big differences between containers and VMs, particularly  
from a security perspective where the walls between VMs are far  
higher, harder, and thicker than the walls between containers. 

In a containerized environment, a given host will have one kernel 
running and then potentially different containers that are running 
on different versions of the OS. Containerized applications can easily 
scale, using multiple containers with the workload spread out between 
them. Application reliability is achieved simply by spinning up multiple 
containers and have them running on different hosts. In short, containers 
provide flexibility, scalability, and agility to an organizations cloud-native 
workloads, making them a desired part of your operations.

But all this requires a lot of orchestration to keep the environment 
running, healthy, and ready to handle rolling upgrades, etc. Within a 
traditional container environment, this would likely be a manual process. 
But Kubernetes adds a layer of management, security, and orchestration 
making it a key technology to providing IT, Security, and DevOps teams 
with scalability and reliability for containerized applications.
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Understanding the  
Kubernetes Architecture

To understand how Kubernetes improves container security, we need to first  
look at its architecture, made up of clusters, master nodes, and worker nodes.

The cluster is the highest level of organization in Kubernetes. A cluster is  
made up of at least one master node — if you want a reliable fault-tolerant 
Kubernetes environment, you need multiple master nodes. In your average 
Kubernetes environment, each master node is either a virtual machine  
or a physical system. The master node controls all of the worker nodes,  
which is where your containerized applications actually run.

Master Node
API Server Scheduler

Controller Manager etcd

Worker
Node

Worker
Node

Worker
Node

Figure 1. Kubernetes cluster node architecture.
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The Master Node has four main components:

• Scheduler

• Controller Manager

• etcd Database 

• The API Server

The etcd database is where all of the data and  
the state of the cluster is stored. The API Server  
is the portion of the master node that talks to  
clients and talks to a worker node as well as to  
the scheduler and the controller manager.

The worker nodes are not strictly part of 
Kubernetes. Assuming your Kubernetes 
cluster is using Docker, then you've got Docker 
running on each one of these worker nodes 
in order for it to host the containerized apps. 
What makes an instance of an OS a worker 
node is the installation of kubelet, which is 
basically an agent that runs on that node and 
then does the bidding of the master node.

Master Node
API Server Scheduler Docker Image Docker Image

Docker Image Docker ImageController Manager etcd

Worker Node Worker Node

Container Registry

Worker Node
Docker

Pod

kubelet Docker kubelet Docker kubelet

Workload
Pod Pod Pod

Figure 2. Components of Kubernetes cluster.

The next type of object is called a Pod. A Pod includes 
one or more containers, but would not usually include 
copies the same container. It would be more like 
when a container is running an app and that app 
needs an instance of another app in order to function 
properly. In this case, you don’t want the second app 
to be in the same container, but there does need to 
be a one-to-one correspondence between them.

For scalability and reliability, you need more than  
one copy of an image running. So, it’s necessary 
to have multiple containers based upon the same 
image. This is defined by a higher-level object in 
Kubernetes called a workload.

For example, you can define a workload, the Pods 
that it’s going to run, how many Pods you want 
running all the time, and how they should be 
distributed across a certain number of worker nodes 
for reliability purposes. This means that if one of  
the worker nodes goes down, the master node 
will notice and spin up another copy of that Pod 
somewhere else in order to maintain the rules  
that have been specified for the workload.
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Since container security is not a strong as that of a traditional virtual 
machine, there are a number of security elements — some provided by 
Kubernetes and some a result of where Kubernetes is running — that, in 
total, improve applications and container security within its architecture. 

Cloud-control plane
When running Kubernetes in the cloud, there are likely parts of the 
Kubernetes environment you don’t control. So, the first thing that  
you need to think about with regard to security is your tenancy and  
the security policies that impact your ability to see and manage all  
parts of your Kubernetes clusters.

For example, it’s important to know who has privileged authority  
to the cloud account hosting the Kubernetes cluster and whether  
multi-factor authentication is required to log in to the associated  
cloud portal. This is all dependent upon whether you're using AWS, 
Google, or Azure. In the case of Azure, for example, Azure Active 
Directory is going to be extremely important, as it allows you to  
control who has privileged admin access by assigning a group  
with permissions to a specific Kubernetes cluster.

04

How Kubernetes 
Strengthens Your 
Container Security
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Linux security
It’s equally important to be thinking about the host OS security.  
Generally speaking, Nodes are based on Linux. Remember, Kubernetes 
is just another application, and applications are only as secure as the 
operating system on which they’re running. So, Linux security becomes 
important here. In a cloud-managed Kubernetes environment, you need 
to make sure you’ve taken care of locking down things at the OS layer. 

Authentication
Any administrative activity against a Kubernetes cluster, first requires 
authentication by an identity and access management (IAM) service  
when Kubernetes is hosted in the cloud, and likely Active Directory when  
running on-premises. For example, in the case of Azure, when spinning  
up a Kubernetes service, you are logging in, performing commands and 
requests against the Kubernetes cluster with your Active Directory account. 
The same is true with AWS and Google Cloud. And if running Kubernetes in 
an on-prem environment, there are different plugins for Kubernetes to allow 
it integrate with and authenticate to services like Active Directory or LDAP. 

Authorization (role-based access control)
Role-based access controls inside of Kubernetes helps to establish what those 
administering the environment can do inside of Kubernetes. For example, it defines 
who can spin up additional workloads, who can change the networking policy  
or the audit policy inside the cluster, who could add more nodes to the cluster,  
and who can access the secrets stored in the cluster. 

Within Kubernetes, a role is just a definition of actions that can be taken  
against certain internal resources. Once that is defined, it’s necessary to  
assign the role to one or more users or groups, this is called role binding.  
You could, for example, define a group in Azure Active Directory called  
Kubernetes Admins, and then go to all your production Kubernetes  
Clusters, and give that group from Azure AD full authority through  
a role binding in Kubernetes.
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Secrets
A secret in Kubernetes is an object that contains a small amount of 
sensitive information such as a password, a token, or a key. These can 
be used to connect out to a database, storage, or some other external 
resource. To do this, Kubernetes has to authenticate to that storage  
or to that database. We obviously don’t want to store those secrets  
for authentication within a cluster (because once a threat actor has  
access to the cluster, they’d have access to the external resources),  
so Kubernetes provides a method to externalize these secrets.

Networking
There's a lot of communication going on in Kubernetes at the node 
level, and that's just orchestration traffic between the master and 
worker nodes. But there's also communication that has to take place 
between the Pods within each workload, as well as communication 
between users and clients that are accessing applications running 
or being hosted in Kubernetes. On top of this, there's also traffic 
associated with other parts of the application that aren't running 
in Kubernetes storage and databases and other web services.

To address this, Kubernetes supports configuring and isolating network 
traffic based on IP addresses. To give you a flavor of how this works, 
when you go to your cluster in the Kubernetes menu, there are address 
ranges and isolated network segments for different classes of traffic.

Container
With containers, you don’t have the same assumed security as you’d 
have with a VM environment around things like running an untrusted 
VM or having multiple tenants; with containers there is far less security 
in place by default. So, it’s possible to break out of a compromised 
container and attempt to attack other containers or the host itself.

Generally, security is provided at the Docker level of the container 
architecture. Some of the important security measures at this level 
include container isolation (so access to one container node doesn’t 
equate to access to every node) as well as considering the integrity 
and provenance of the image the container is based upon.
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Harnessing the 
Power of Auditing 
in Kubernetes

05

Kubernetes provides a powerful auditing 
infrastructure. Because of the way the architecture 
is structured, every event of consequence goes 
through the API server; worker nodes calling into 
Kubernetes, users administering it, or even the 
larger control plane of the cloud performing the 
hosting, everything goes through the API server. 
You can think of the API server as the Grand Central 
Station for Kubernetes — you don't get from point 
A to point B without going through the API server. 
This makes the API server a great choke point to 
capture all the events that you would want to audit. 

Let’s look in more detail at how this works:

In Kubernetes, there is an Audit Policy that  
defines what gets audited, as well as audit 
backends, which are endpoints or destinations  
for those audit events. An Audit Policy is defined  
in terms of rules that reference or specify stages 
and levels of data that are recorded.

Audit stages
There are four different stages at which an  
audit policy can execute an audit event:

• RequestReceived: Auditing occurs as soon as  
the request is made. This is an appropriate stage 
when you are wanting to know what request was 
made, by whom, etc. but not need details around 
the response, the success of the event, etc. 

• ResponseStarted: This stage occurs when  
the response headers have been sent back  
but the response body has not been sent. 
Auditing at this stage is for longer term  
requests where auditing is used to watch  
for a response as it comes in. 

• ResponseComplete: If knowing the result  
of a request is needed and whether the  
request completed successfully or not,  
this would be the appropriate stage. 

• Panic: This stage occurs when an internal  
server error occurs and the API server  
“panics” in response to a request.
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Auditing levels
Audit levels within Kubernetes refers to how much  
data is recorded, again, there are four levels:

• None

• Metadata

• Request

• RequestResponse

None is basically a “no op” that is catching an event before it hits other rules 
and says, just don’t audit this at all. With metadata, all that’s being auditing  
is the fact that the request was made and records details like the requesting 
user, the timestamp, the resource involved, etc., but excludes any detail about 
the actual request. If deeper details are needed, the request level includes  
both the metadata and the actual request, while the RequestResponse  
level includes the metadata, request and response bodies. 

Using audit stages and levels, it’s possible to create audit rules that define  
what should and should not be logged. Below is an example audit rule that  
logs an event that matches the following criteria:

• The event should not match any previous rule in the policy file

• The identity making the call is in the system:nodes user group

• The event is an update request or a patch request

• The event affects a nodes/status resource or a pods/status resource

• The event is not at the RequestReceived stage

- level: Request

   userGroups: ["system:nodes"]

   verbs: ["update","patch"]

   resources:

     - group: "" # core

 resources: [ "nodes/status", "pods/status"],

   omitStages: - "RequestReceived"

Figure 3. Example audit policy file.
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Auditing Kubernetes can be a challenge

LogRhythm insights — get the visibility you need
Monitoring log data can produce huge amounts of data that can be difficult and time-
consuming to pick through, which can ultimately lead to you missing out on the types 
of activity that you need to be tracking.

LogRhythm allows you to customize your dashboard to get visibility into the audit 
activity or changes to objects and configurations that are important to you.

Figure 4. LogRhythm Dashboard for Kubernetes activity.

One of the issues with auditing within Kubernetes is that it can get quite  
complex. Both from the perspective of understanding the output, but also  
from the perspective of manipulating the Audit Policies within Kubernetes. 
There’s not a simple API for configuring the Audit Policy, it’s necessary to 
mess around with the Pod Manifest for the API server. This is because the 
configuration for the API server (which, itself runs as a Pod inside of Kubernetes) 
is specified in the Pod Manifest inside the section called Audit Policy. 

Once the policy is set you have to restart the Kubernetes cluster, which is 
not ideal. The most recent versions of Kubernetes offer dynamic Audit Policy 
configuration, and even the ability to dynamically configure Audit Policy 
Backends — that is destinations for audit events.
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Audit backends
An audit backend defines the destination that your audit data is sent to.  
Kubernetes includes three types of audit backends: Log, Webhook, and Dynamic.

The Log backend is just a log file that is stored where that node is running.  
That's not something you're typically going to want to use because the files  
are isolated there, and then there's going to be different copies of that file  
on each one of the master nodes, assuming you have multiple masters.

Figure 5. Diagram of cluster level logging using LogRhythm Open Collector.

Log Source Virtualization

Core OS VM

Container:
EventHubBeat

Container:
Open Collector5044 / lumberjack

configconfig

443 / https
5671 / https

Mounted Filesystem (on VM):
      EventHubBeat Config
      Open Collector Config
      Influx (metrics)

Azure
Azure Monitor:

Activity Log &
Diagnostic Log

Event Hub

LogRhythm System
Monitor Agent (Windows)

Containers (managed by Docker)

Log Source: Open Collector

Log Source: Azure Event Hub

Log Source: GSuite

Log Source: <Insert Type>

LogRhythm Data
Processor

Log Source: Open Collector

Log Source: Azure Event Hub

Log Source: GSuite

Log Source: <Insert Type>

514 / tcp syslog 443 / https
Generic syslog message – 
LogRhythm Schema fields 

always in same order

LogRhythm insights — preventing log loss
Inadvertent deletion of log data can be a challenge when your managing Kubernetes logs. If the 
logs you are collecting are being written into the same Pod they’re being collected from, you are 
creating the potential for Log Loss. Logs aren't written directly to a Pod per se; a container writes 
its log data to the stderror and stdout. And while there is always at least one copy of a container 
(running or not) that contains the log data, a risk of loss remains — should a Pod be evicted,  
every container in the Pod and the associated log data gets evicted as well. 

LogRhythm’s Open Collector helps you guard against this by enabling you to decouple data 
collection from the actual Pod. Instead data can be exported and stored in a separate Pod. 
Potentially, thus also allows you to collect log data at the cluster level, so that you’re logging  
agent is reading from multiple pods and push that data off to a logging backend.
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The Webhook backend specifies a web URL that the API server will call out to.  
It will send an API to that webhook destination that provides the event data.  
It will also allow you to batch up events to create a more efficient pipelining  
of log data. Limits on how many events and how large in terms of bytes  
those batches should be can be set.

The Dynamic backend is still a webhook, but it gives you the ability,  
while the cluster is running, to log into Kubernetes and request that  
it begin sending audit events to whe web destination.

Figure 6. Diagram of LogRhythm Open Collector pre-parsing data prior to sending to the LogRhythm SIEM for normalization.

LogRhythm insights — enhancing audit data collection
As you start to scale your auditing and start to think about other ways to deal with log data, there 
is a component within Kubernetes called sidecar that allows you to stream data. This gives you the 
ability to build up a streaming container that is pushing information or logged data out in a more 
real-time fashion. While this is a powerful capability, streaming logs can produce a lot of data at 
the backend, even for quite small environments. This can make it challenging to scale.

LogRhythm Open Collector allows you to perform valuable pre-parsing and preparation on 
streamed data, ensuring that anything unnecessary is stripped out before it hits the backend.  
This can dramatically reduce any potential data overload and allow you to manage your log  
data much more efficiently.

my-pod

logging-agent-pod

Logging
Backend

app-container

stdout
siderr

logging-agent

streaming container

log-file.log

logrotate
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What does an audit log event  
look like from Kubernetes?
If you're running cloud managed Kubernetes, then auditing is switched on by 
default and the Audit Policy and the Audit Backend are already configured, 
and the Audit Events will have been transformed to the general log format 
of whichever cloud vendor is being used. Of course, this varies greatly with 
different cloud vendors, but the pre-defined Audit Policy gets rid of a lot of 
the noise that you would not want like the read-only operations that don't 
expose anything confidential, but it does catch important changes. In the 
end, audit log events are generated in JavaScript Object Notation ( JSON) 
format and look similar to the following:

{

"kind":"Event",

"apiVersion":"audit.k8s.io/v1beta1",

"metadata":{ "creationTimestamp":"2018-03-21T21:47:07Z" },

"level":"Metadata",

"timestamp":"2018-03-21T21:47:07Z",

"auditID":"20ac14d3-1214-42b8-af3c-31454f6d7dfb",

"stage":"RequestReceived",

"requestURI":"/api/v1/namespaces/default/persistemtvolumeclaims",

"verb":"list",

"user": {

  "username":"benjamin.visser@example.org",

  "groups":[ "system:authenticated" ]

},

"sourceIPs":[ "172.20.66.233" ],

"objectRef": {

  "resource":"persistentvolumeclaims",

  "namespace":"default",

  "apiVersion":"v1"

},

"requestReceivedTimestamp":"2018-03-21T21:47:07.603214Z",

"stageTimestamp":"2018-03-21T21:47:07.603214Z"

}

Figure 7. Example of audit log events generated in JavaScript Object Notation ( JSON) format.
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Log data is the currency of security monitoring 
and securing your Kubernetes clusters. Kubernetes 
does provide a solid infrastructure to support log 
management, but it doesn’t actually offer a native 
solution to handle log data analysis in more depth. 

To meet the security requirements of the business 
and IT, it’s necessary to look to external solutions 
that can collect, correlate, and analyze the audit  
log data to turn ran information into insightful 
actions that can help to assess and strengthen  
the organization’s state of security with greater 
accuracy and speed. 

Getting the most out of Kubernetes  
to improve container security

Figure 8. Alarms generated in the LogRhythm Web Console Alarms tab.

LogRhythm insights — establishing log events  
correlations and alarms

An important way to guard against anomalies that might be occurring within your  
Kubernetes infrastructure is to be able to track correlations between different log  
events that would flag something need further investigation. Kubernetes admins  
could then be made aware of anything untoward as soon as it happens.

LogRhythm allows for alarms to be setup for your chosen events or thresholds and  
for admins to dive deeper into exactly what specific alerts pertain to. Ultimately this  
is going to make you a stronger, more mature technology organization because it's  
going to raise your visibility to activities happening across your Kubernetes clusters.

The LogRhythm NextGen SIEM Platform helps you 
understand what your data means. We specialize  
in normalizing log and machine data helping you  
tell a cohesive story around user and host data so 
you can gain proper insight needed to remediate 
security incidents faster.

See how LogRhythm can help you  
protect your containers here.

https://www.youtube.com/watch?v=tA-qLbHlEq4
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About LogRhythm

LogRhythm helps busy and lean security operations teams save the 
day — day after day. There’s a lot riding on the shoulders of security 
professionals — the reputation and success of their company, the safety 
of citizens and organizations across the globe, the security of critical 
resources — the weight of protecting the world. 

LogRhythm helps lighten this load. The company is on the frontlines 
defending against many of the world’s most significant cyberattacks 
and empowers security teams to navigate an ever-changing threat 
landscape with confidence. As allies in the fight, LogRhythm combines 
a comprehensive and flexible security operations platform, technology 
partnerships, and advisory services to help SOC teams close the gaps. 

Together, we are ready to defend. 
Learn more at logrhythm.com.
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