GETVISIBILITY

own your data

Discover, classify, and
investigate access to
your organisation's
unstructured data.

www.getvisibility.com



@ The Getvisibility Focus Solution

Organisations have enormous quantities of data scattered across file servers, cloud infrastructure
and mobile devices. Almost every organisation will have files on their network that contain sensi-
tive, personal or regulated content. Unfortunately, most organisations have no idea what their
unstructured data footprint looks like and they’re creating significantly more data on a daily basis.

If we couple this with a sharp rise in cybersecurity breaches and strict new regulations you have a
very challenging environment that’s putting severe pressure on organisations. Getvisibility’s
approach is to help companies understand and control their data footprint with the highest accura-
cy possible. Without this, unstructured data security simply cannot work.

Many current solutions tend to be inaccurate, expensive, resource intensive, and have relatively
low success levels. Getvisibility has created a solution using the latest in artificial intelligence to
help companies to protect and govern their data, quickly and cost effectively like never before

, in a quick and cost effective manner. Using state-of-the-art machine learning algorithms, we
combine natural language processing with neural networks and optical character recognition. This
allows us to discover and classify unstructured data across organisations' infrastructures with
unparalleled accuracy and speed without affecting file server performance.

The Getvisibility reporting suite enables data remediation through tactical reporting on issues such
as:

[ —]
—— = >
—= — I\

(—\

Discover

Automated unstructured
data discovery across the
organisations estate,
including a full data invento-
ry and access permissions.

Classify

Customised categories,
subcategories and classifi-
cation levels in line with
company policies and
taxonomy.

Protect

Accurate classification and
detailed reports allow for
precise and effective data

protection and allow securi-
ty solutions such as data

loss prevention to yield
superior results.



@ Data Discovery

Getvisibility Focus discovers data scattered across file servers and cloud infrastructures New
connections can be configured seamlessly through the Getvisibility's multiple connection wizards
available on the Focus dashboard. Once a connection is established and access permissions are
granted, scans be either be manually triggered or kicked off automatically.

Examples of Getvisibility discovery capabilities include but are not limited to:

File servers

OneDrive

Sharepoint Online and Sharepoint On-premise
Google Drive

Box



(o;' Data Classification

Data classification is the process of analysing structured or unstructured data, and organising it
into categories based on its contents and metadata using a range of methodologies. Data classifi-
cation helps organisations answer important questions about their data that inform how they
mitigate risk and manage data governance policies.

Getvisibility uses advanced machine learning models to classify data with unparalleled accuracy,
in line with organisations taxonomy and data governance policies.

Classification results are represented in a user friendly dashboard which can be searched, filtered,
and sorted according to the administrator's needs These results can also be exported
in an actionable format for remediation or other tasks.

Focus Dashboard
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@ Reporting Suite

The Getvisibility reporting suite sits within the administrator dashboard and allows for one- click,
use case specific report generation. The Getvisibility reporting suite provides information on key
areas of risk regarding: users, groups, passwords, and access permissions

Available reports include but are not limited to:

Sensitive Files
Access Permissions

Duplicate Files

Redundant Obsolete or Trivial (ROT)

Data Risk Assessments
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@ Access and Permissions

Access and permissions determine what users, accounts and groups can view, alter or remove
digital information across an organisation. This is usually enforced through Seclore or Sealpath
software. As with many data protection strategies, these platforms can provide limited defence
without being informed by accurate unstructured data discovery and classification.

Correct access and permissions is vital for organisations from a commercial and regulatory
perspective, in ensuring that sensitive information is only accessible to those with a legitimate
reason and security level.

Getvisibility integrates with Active Directory and other IRM solutions to enhance access security
within organisations. The Getvisibility reporting suite provides information on key areas of risk

regarding users, groups, passwords and access permissions. Integration with IRM solutions also
allow for effective remediation on these areas of risk.
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Remediation

Integration

Getvisibility integrates with
a number of IRM platforms,
which can be easily config-
ured through the Getvisibili-
ty configuration wizard. As
Getvisibility writes tags to
document’s metadata, it is
easily and effectively read
by a multitude of information
rights management
solutions.

Reporting

The Getvisibility reporting
suite provides multi-layered
reports for stakeholders at
varying levels within an
organisation. Appropriate
users can generate informa-
tion based on a number
of key user and permission
issued such as stale
accounts, highly visible
sensitive information,
password changes
and much more.

With comprehensive and
accurate information
provided by the Getvisibility
reporting suite, as well as
precise document classifi-
cation, organisations are
enabled to apply effective
remediation to the access
management in a
timely and resource light
manner.



@ Using Machine Learning

Getvisibility has trained machine learning models to handle documents and find sensitive informa-
tion. Machine learning plays a vital role in Getvisibility's solution, as it allows the platform to run
quickly, efficiently and accurately without a large drain on resources. With organisations that are
storing data in multiple cloud environments, including on-prem, relying on a cloud provider that
can only provide visibility into data within its own cloud service severely limits data security effica-
cy. Typical discovery and classification tools require manual admin intervention to deliver results
even those that make limited use of machine learning need someone to step in to make training
decisions.

Getvisibility's ML models are trained on real data, from real organizations across a broad range of
verticals. This ensures our models' ongoing accuracy and performance, and assures our custom-
ers that the ML classifications they discover are meaningful and actionable.




(o;' Machine Learning - Model Training

ML Classification
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This area in the Getvisibility Focus dashboard gives administrators the option to verify results from
the machine learning models. There are options to change the category, subcategory, and the
presence of Pll within a document.

Getvisibility can update its machine learning model both Automatically and Manually . This can be
set up by the administrator during installation.



@ Key Use Cases

Protecting IP Data Security

You cannot protect what you do not understand.
Without an accurate means of understanding and
classifying unstructured data, data security meas-
ures cannot work effectively.

GRC and ROT Data
Governance and
Compliance

Gain a clear view of the
customer’s unstructured data
compliance posture using the

[0}
o
C
©
c
A
o
>
o

0]

detailed reports and dash-
boards.

Roll Out DLP Data Loss Prevention

Getvisibility integrates with a Data Loss Prevention
(DLP) Platform to suggest or write the correct tags
to the documents automatically.

Information Migration Enterprise
Content Migration

Accelerate ECM migration through:

@ Information on redundant, obsolete , trivial and
duplicate data

® Phased automated migration using Getvisibility output

® Track crucial document migration -Identify and
reduce shadow IT and personal stashes

Cloud Migration

® Reduce costs by identifying
only the data that needs to
move
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® Access rights and data at risk
® Integration with DLP platform

SIEM Integration

Security Incident Integration

Getvisibility integrates with Security Incident Event
Management (SIEM) Platforms to allow immediate
remediation or incident response to unstructured
data anomalies.

www.getvisibility.com



@ What makes Getvisibilty Focus different?

Getvisibility Getvisibility
Focus Data Risk Score
Discovery and classification of Multi-layered reporting analysing
unstructured legacy data and the current data risk posture of an
access to the Getvisibility organisation under multiple cate-
Reporting Suite. gories.

® 98%+ classification accuracy across 70 classification fields

® Al and ML models based on hundreds of millions of files from multiple companies and
industries

® Continuous self-learning for increased personalization and accuracy.

e Classification suggestions are straightforward

e Enhanced data visibility reduces DLP false positives, data breaches and exfiltration

o Least privileged access to all data strengthens your zero trust security initiatives



Core Feature Breakdown Synergy Enterprise suite

Focus and Synergy

Email DLP on Classification

Live Classification of Data In Motion
Watermarking

Headers and Footers in Microsoft Office
Customer Support Via Email, Phone

Policy Configuration

Windows Explorer Classification

Sharepoint

Insider Threat Monitoring

Risk Assessments

On-Demand or Scheduled Scans

Data R.O.T Analysis

Comprehensive & User Friendly Visualisation of Classified Data Files
Reporting o

Self Service Model Training

Data Risk Score Reporting
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