
Overview

DigiCert® CertCentral TLS Manager is an award-
winning certicate management solution that provides
centralized visibility and control over certicate
provisioning, with intuitive and exible eatures that
integrate with corporate systems and streamline every
aspect o the certicate liecycle.

With CertCentral, administrators can provision and
manage a broad range o certicate types, all backed
by DigiCert’s industry-leading investment in standards,
compliance, global operations, and 5-star rated support.

Full Liecycle Management

CertCentral simplies certicate management by
consolidating tasks, including issuing, installing,
inspecting, remediating, and renewing TLS/SSL
certicates in one place.

• Issuance

• Installation

• Inspection

• Remediation

• Renewal

• Automation

Reduce Business Risk

• Prevent business disruption due to certicate
expiration or human error.

• Eliminate rogue activity

• Proactively identiy and remediate vulnerabilities
and threats

• Meet internal compliance or external
regulatory requirements

Streamline Operations

• Automate certicate liecycles or hands-ree
provisioning and renewal.

• Streamline and standardize operations across
applications and environments

Gain Agility

• Readily adapt to changes in standards
and algorithms.

• Reduce time to remediation

• Respond quickly to new threats and
or vulnerabilities.

• Seamlessly extend to new and emerging PKI
use cases

CertCentral’s intuitive dashboards
pinpoint needed actions and
streamline operations.

DIGICERT® CERTCENTRAL TLS MANAGER
Certicate issuance and management or TLS best practices.



CertCentral Key Features

CertCentral is available in three dierent templateseach with eatures that meet the specic needs o your company.

DigiCert® CertCentral TLS Manager

Standard Features

ACCOUNT CONFIGURATION

ISSUANCE & VALIDATION

MANAGEMENT

REPORTING

INTEGRATION

Roles & Divisions

Guest URL

Subaccounts

Subaccounts with delegated management

Single Sign-on

Multi-Factor Authentication

Set Security Policy

CSR Generation

Dashboard

Prebuilt Reports

Auto-Renew

Notications

Report Library / Custom Reports

Pre-Validation

User permisions

Multi-Year Plans

Authentication Settings

ACME Directory URL

Bulk Validation

IP restrictions

API

Flexible Certicate Purchasing

CAA Checking

Pre-built integrations

Custom order elds

CertCentral
CertCentral
Enterprise

CertCentral
Partners
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Additional Features & Services

CertCentral can also be paired with premium eatures and services that urther enhance its value.

Managed Automation

Hands-ree certicate enrollment, installation, and
renewal, to streamline the management o the
certicate liecycle.

Discovery

Scanning service that provides a complete inventory o
certicates, other cryptographic assets and detects and
remediates vulnerabilities.

Dedicated Public and Private ICA/CAs

Issue certicates rom an intermediate that is specic
to your organization or greater control over the chain
o trust.

• Public ICAs are trusted in all browsers and
operating systems, and they simpliy installation
and management while allowing ull control over
what the users see in their browser’s TLS
dialog box.

• Private ICAs allow organizations to
customize certicates to meet the needs

o internal requirements.

Premium Features & Services

SERVICES

SUPPORT & EDUCATION

Managed Automation

Discovery

Dedicated Public Root

Private CAs / ICA

Platinum Support

Technical Certication

CertCentral
CertCentral
Enterprise

CertCentral
Partners

Platinum Support

Dedicated point o contact or driving strategic success
with your digital trust initiatives, 24x7x365 technical
support, and the highest service levels or availability,
delivery, and response.

Technical Certication

In-person or online technical training classes or both
TLS basics and CertCentral administrators.
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A Broad Certicate Portolio, Backed by DigiCert Trust

Through CertCentral, DigiCert provisions a broad range o certicates, whether or standard TLS use cases or or
specialty certicates uniquely oered by DigiCert.

Services and Support

DigiCert partners with your organization at every step
o the certicate liecycle journey, with proessional
services, client account managers, and premium
support delivered by our high skilled technical support
team. Our service SLAs bridge issuance through
management, ensuring that your organization is able
to respond with agility to any issues that need efcient
troubleshooting or remediation.

Get Started Today

Get started with DigiCert® CertCentral TLS Manager.
Contact a DigiCert account manager or
email sales@digicert.com.
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Certifcates

TLS/SSL Certcates Encryption and authentication o public websites and/or internal server inrastructure.

Premium TLS certicates that include additional eatures.

Multi-domain and Wildcard usage through subject alternative name (SAN) to
consolidate multiple site identities to a single certicate.

S/MIME client certicates.

Digital signatures or code to indicate authenticity and integrity.

Digital signatures or documents to indicate signer identity and document integrity.

Display veried logo next to the sender eld in email clients.

Authentication and data security to meet PSD2 requirements
(coming to CertCentral late 2022).

Authentication and data security to meet eIDAS requirements
(coming to CertCentral late 2022).

SignHupExchanges extension availability.

GRID certicates: GRID certicates encrypt and digitally sign email communications
or large educational institutions and governments.
Onion certicates: encrypt communication and authenticate ownership o
.onion sites.

Secure Site/Secure Site Pro
TLS Certicates

Mutli-Name Certicates

S/MIME Certicates

Code Signing Certicates

Document Signing
Certicates

Veried Mark Certicates

PSD2

QWACs

SXG

Specialty Certicates

Description

About DigiCert

DigiCert is the world’s leading provider o digital trust,
enabling individuals and businesses to engage online
with the condence that their ootprint in the digital
world is secure. DigiCert® ONE, the platorm or digital
trust, provides organizations with centralized visibility
and control over a broad range o public and private
trust needs, securing websites, enterprise access
and communication, sotware, identity, content and
devices. DigiCert pairs its award winning sotware
with its industry leadership in standards, support and
operations, and is the digital trust provider o choice
or leading companies around the world. For more
inormation, visit digicert.com or ollow @digicert.


